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Overview Overview 

n n To be discussed: To be discussed: 
n n Profiling in Profiling in 

n n Criminal Science Criminal Science 
n n Computer Networking Computer Networking 
n n Network Security Network Security 

n n Forensic Profiling in Digital Investigations Forensic Profiling in Digital Investigations 
n n Limitations of Intrusion Detection and Network Security Limitations of Intrusion Detection and Network Security 

Profiling in Digital Investigations Profiling in Digital Investigations 
n n Proposed approach: a Distributed Forensic Attack Proposed approach: a Distributed Forensic Attack 

Profiling Network Profiling Network 
n n Proposed approach: A Modular Software Framework Proposed approach: A Modular Software Framework 
n n Design of the proposed approach Design of the proposed approach



Profiling across disciplines Profiling across disciplines 
Criminal Investigations Criminal Investigations 

n n Working description of an Working description of an 
offender offender 

n n Analysis of Case Analysis of Case- -related factors related factors 
versus known characteristics/ versus known characteristics/ 
personality types/mental issues personality types/mental issues 
of perpetrators of similar of perpetrators of similar 
offences. offences. 

Computer Networking Computer Networking 
n n Understand, classify, identify Understand, classify, identify 

network traffic issues network traffic issues 
n n Eg Eg. Bottlenecks, . Bottlenecks, 

Slashdotting Slashdotting effect. effect. 
n n Network traffic flow analysis Network traffic flow analysis 

Network Security Network Security 
n n Detect network intrusions and Detect network intrusions and 

attacks ( attacks (eg eg. . DDoS DDoS, Defacement) , Defacement) 
n n Correlation of multiple sources Correlation of multiple sources 

of information of information 
n n Eg Eg. . Logfiles Logfiles, network , network 

packets packets



Limitations of Intrusion Detection & Limitations of Intrusion Detection & 
Network Security Profiling Network Security Profiling 

n n Intrusion Detection closest to Digital Forensics Intrusion Detection closest to Digital Forensics 
as a practice. as a practice. 
n n Eg Eg. User/System/Process profiles: Deviation . User/System/Process profiles: Deviation ßà ßà Intrusion Intrusion 

n n BUT: BUT: 
n n No data & system integrity protection capabilities No data & system integrity protection capabilities 
n n No evidential reasoning No evidential reasoning ß ß no computational no computational 

representations of evidence representations of evidence 
n n THEREFORE: A THEREFORE: Admissible as evidence ONLY 

to signify the presence of the accused attacker



Proposed Approach: Proposed Approach: 
The Distributed The Distributed Forensic Attack Forensic Attack 

Profiling Network Profiling Network 
n Under the aegis of the Cyberprofiling Project 
n combines elements of 

n Intrusion Detection theory 
n Network Profiling 
n Data Mining 
n Artificial Neural Networks 
n BotNet technologies 

n n Result in Network Attack Result in Network Attack à à Network Attacker profiles Network Attacker profiles 
n n Real Real- -time, secure, integrity protected, evidential reasoning time, secure, integrity protected, evidential reasoning 
n n admissible as evidence. admissible as evidence.



The Distributed The Distributed Forensic Network Forensic Network 
Attack Profiling Network: Design Attack Profiling Network: Design 

n n Software Framework Model: Software Framework Model: 
n n Modular Design Modular Design 
n n Allows for Distributed Sensors: Allows for Distributed Sensors: 

n n Data Pre Data Pre- -processing, processing, Dimentionality Dimentionality Reduction Reduction 
n n Easy to assemble customised sensors Easy to assemble customised sensors 

n n Analysis & Correlation engine: Centralised, further Analysis & Correlation engine: Centralised, further 
processing of data. processing of data.



The Distributed The Distributed Forensic Attack Forensic Attack 
Profiling Network: Design (2) Profiling Network: Design (2) 

n n Analysis & Correlation: Analysis & Correlation: 
n n Will use Will use 

n n Data Mining Data Mining 
n n Neural Networks Neural Networks 
n n Mathematical/Statistical Mathematical/Statistical 

scoring scoring 
n n To profile attack & attacker To profile attack & attacker 

n n IP Address anonymity: IP Address anonymity: 
n n Requirement under EU Privacy Requirement under EU Privacy 

Law Law 
n n Database of IP addresses Database of IP addresses 

n n Real IP Real IP ßà ßà Fake IP (like Fake IP (like 
NAT) NAT) 

n n Maintains list of mappings Maintains list of mappings 
n n Maps without loosing Maps without loosing 

associations associations



Conclusions Conclusions 

n n Digital Criminal Profiling = Criminal Profiling Digital Criminal Profiling = Criminal Profiling 
n n Same as real profiling, but in the digital world! Same as real profiling, but in the digital world! 

n n The Distributed The Distributed Forensic Network Attack Profiling Forensic Network Attack Profiling 
Network Network 
n n PhD Research Topic PhD Research Topic 
n n Will produce a Proof Will produce a Proof- -of of- -Concept working prototype Concept working prototype 
n n Will result in the secure and real Will result in the secure and real- -time profiling of host and time profiling of host and 

network network- -based attacks and the individuals behind the attacks based attacks and the individuals behind the attacks 

Questions? Questions?


