


Overview
o

® Profiling in
— Criminal Science
— Computer Networking
- Network Security

® Forensic Profiling in Digital Investigations
- Why Network Security is not enough

- Proposed approach: a Distributed Forensic Attack
Profiling Network
® Proposed approach: A Modular Software Framework
® Design of the proposed approach



Profiling in Criminal Science
S

® Produces a working description of an
offender

® Analysis of Case-related factors versus
- known characteristics
— personality types

- mental issues of perpetrators of similar
offences.



Profiling in Computer Networking
S

® Understand, classify and identify network
traffic issues

— Eg. Bottlenecks, Slashdotting effect.
® Network traffic flow analysis

® Can result to indications of network
security-related issues (next slide)



Profiling in Network Security
S

® Detect network intrusions and attacks
— Denial of Service or Distributed DoS attacks,
- Defacement
- Port-scanning
— Trojaned or otherwise cracked systems

® (Correlation of multiple sources of information
- Lodfiles
- Network packets
- System/User process accounting



Forensic Profiling in Digital Investigations:
Why Network Security is not enough (1)

® |ntrusion Detection closest to Digital

Forensics as a practice.

- User/System/Process profiles: Deviation < - Intrusion
— Network Throughtput Anomalies
- Packet Header/Content Anomalies
— Packet/service send/receive deviating from RFC-defined
norms
® Both Misuse & Anomaly Detection can be used,
seperately or in conjunction to build profiles.



Forensic Profiling in Digital Investigations:
Why Network Security is not enough (2)

® BUT:

- No data & system integrity protection capabilities

— No evidential reasoning €< no computational
representations of evidence

— Not detailed enough to provide timeline
— Multiple sources = correlation needed

® THEREFORE: Admissible as evidence
ONLY to signify the presence of the accused
attacker



Proposed Approach:

The Distributed Forensic Attack Profiling
Network

® Under the aegis of the Cyberprofiling Project

® A combination of
— Classic Forensic Profiling
- Network Profiling
- Network Security
- Al & Data Mining
- “Black/Gray-Hat” practices.

® To catch a thief you need a thief
- BUT NO REASON to not pretend to be one ©



The Distributed Forensic Attack Profiling
Network: The sum of all its parts

® |ntrusion Detection theory
® Network Profiling

® Data Mining

® Artificial Neural Networks
® BotNet technologies



The Distributed Forensic Attack Profiling
Network: Intrusion Detection theory

® To0 be used:
- Anomaly Detection - Data Packet activities

- Misuse Detection - Log-file analysis,
System/user/process accounting

® Both combined:

— Clearer picture
— Hybridical approach

® Both elements working together.



The Distributed Forensic Attack Profiling
Network: Network Profiling

® Network Monitoring
® Deep packet analysis
® Network statistics

Combined with Intrusion Detection:
® Multiple sources of data > Corroboration
® Clearer picture of the state of the system



The Distributed Forensic Attack Profiling
Network: Data Mining

® Used in the Analysis and Scoring phases
® Will:
- Analyse data & infer relationships

- Create attack profile based on scores for each
relationship

— Create attacker profile based on attack profile
® Using:
— Statistical Methodologies depending on data:

® Frequentist
® Bayesian



The Distributed Forensic Attack Profiling
Network: Artificial Neural Networks

® Used in both Pre-processing and Analysis
phases.

® Pre-processing
- Reduction of data dimensionality
- Initial analysis of results
® Analysis
— Approach similar to Intrusion Detection

- Backpropagation, Self-Organising Maps, Adaptive
Resonance Theory OR Time-series Based ANNs
® To be decided



The Distributed Forensic Attack Profiling
Network: BotNet technologies

® Perhaps one of the most famous applications
of Distributed Computing
® \Why here?
- Encrypted communication between zombies &
masters
- “Infect” hosts automatically
— Information hiding methods

— Collective update via single command issued by
the controller



Distributed Forensic Attack Profiling
Network: Resulting tool

Network Attack profile = Network Attacker profile
Real-time

Secure

Integrity protected

— Sound Software Engineering processes
— Data integrity protection

® Evidential reasoning
® Admissible as evidence.



The Distributed Forensic Network Attack
Profiling Network: Design

Wo rksta tions: Can be either workstations

or Servers
Sensors: Pre-process data & reduce
dimentionality of data

Analysis & Correlation
Console

—* Pre-processed data are sent to the analysis
and correlation console for further processing

® Software Framework Model:
— Modular Design

— Allows for Distributed Sensors:
® Data Pre-processing, Dimensionality Reduction
® Easy to assemble customised sensors



The Distributed Forensic Network Attack
Profiling Network: Design (2)

Wo rksta tions: Can be either workstations
ar servers

OF SEMVErs
Sensors: Pre-process data & reduce
dimentionality of data

Analysis & Correlation
Console

—* Pre-processed data are sent to the analysis
and correlation console for further processing

® Analysis & Correlation engine: Centralised,
further processing of data.



The Distributed Forensic Attack Profiling
Network: Design (3)

® Analysis & Correlation:

- Will use
® Data Mining
® Neural Networks

® Mathematical/Statistical
scoring

- To profile attack & attacker

IP Address anonymity:

— Requirement under EU
Privacy Law
- Database of IP addresses

® Real IP <= Fake IP (like
NAT)

® Maintains list of mappings

- Maps without loosing
associations

Database of IP Addresse

Analysis: Profiles;
- Data Mining - Attack
- Neural Netwaorks - Attacker

Analysis & Correlation Cormmand & Control Console
Console
—
F Y

Evidence Report

- Mathematical/Statistical
scoring

?

by

Profile of Attacker:
e |I'1|||i 3| Location

- Knowledge
- Skill
- Tools Used

*r—

Data converted
to court-admissible
format



Conclusions
o

® Digital Criminal Profiling = Criminal Profiling
- Same as real profiling, but in the digital world!

® The Distributed Forensic Network Attack Profiling
Network

- PhD Research Topic
— Will produce a Proof-of-Concept working prototype

— Will result in the secure and real-time profiling of host and
network-based attacks and the individuals behind the attacks

— Will allow for integrity protected results of evidential
reasoning that can be admissible in a court of law.

Questions?
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