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Overview

e Network Monitoring & Analysis:
— Computer Networking
- Network Security
— Digital Forensics
— The Trend

e Proposed Solution: GNU/Linux & Open-Source
-~ Pazair GNU/Linux Forensic Distribution
e Design, Implementation
e Network Monitoring in Digital Forensics
Investigations
- Open-Source Tools vs. Standard Toolkits



Network Monitoring & Analysis:
Computer Networks

e Software/Hardware solutions
e Monitor traffic flow across a network
e Determine if network operates properly

e Network problems:
- “Traffic Bottlenecks”

- Networking hardware issues
- Attacks or “Slashdotting Effect”




Network Monitoring & Analysis:
Computer Networks (2)

e Network Monitoring Methods:
- Active: Send data packet, record trip information
- Passive: Listen to traffic

e Analysis:
— Protocol/service

- Packet header/footer information
-~ Packet content




Network Monitoring & Analysis:
Network Security

e Definite interest from the Network Security
community

e Active Monitoring:
~ ldentify hidden resources
- Map the network, also status and availability

e Passive Monitoring:
- Packet & Content Analysis
— Can identify: Attacks & lllegal Material

e Intrusion Detection: Anomaly Detection



Network Monitoring & Analysis:
Digital Forensics

e Offers the investigator a number of
advantages:
- Proves/disproves an offence was commited
- Links the suspect to the offence
- Presents a timeline of the crime
—- Can capture a crime in progress
- Can identify associates of suspect/offender

- Can show the skillset/knowledge/toolset of
offender



The Trend: Network Monitoring &
Analysis in Digital Forensic Tookits

e As a result of higher workload & backlog of
cases.

e Proprietary software houses either:

- Develop Network Monitoring tools for Digital
Forensics Investigators

- Integrate Network Monitoring log file analysers in
existing toolkits
e Advantages: Highly automated, in-depth
analysis, complex searches supported, cost-
effective, integrates well with other evidence.



Proposed Software Solution:
Pazair GNU/Linux Forensic LiveCD

e Essentially: A customised Ubuntu GNU/Linux
clone

- Includes: Network Monitoring, Network Security,
Digital Forensics tools

- ALL the tools are Open-Source Software

e Design Requirements:
— Portability & Hardware/Networking Auto-detection

- Expandable & Customiseable (use &
development)

- System/Process integrity, stability, security



Install with driver update CD
(DEM install tfor manufacturers).
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Pazair GNU/Linux Forensics LiveCD
vs. Standard Digital Forensics Software 1

o]
e Portability
e Expandability
e Integrity & Security
e Complexity

e Network Monitoring + Digital Forensics +
Network Security

- Greater variety of tools BUT more in-depth packet
analysis!

- More complex BUT more accurate results!




Pazair GNU/Linux Forensics LiveCD
vs Standard Digital Forensics Software 2

e Use of Reconstructor: easy upgrade cycle,
easier to customise or add software

e Open-Source Software:

—- High degree of process & software
iIntercommunication

- Funnel information uni/bi-directionally between
software

— Great opportunities for automation!!

- A hidden, unexploited strength compared to
proprietary Digital Forensics Software/Toolkits!



Future Work

e More testing required
— Laboratory testing
- Real life testing

e Determine exact level of software & process
Intercommunication

- How it can be exploited by programming,
interpreted and scripted languages

e Further development work required to be
fully suitable for full use.



Conclusion
oo

e Discussed:
— Network Monitoring in Networking, Security & Forensics
— The new trend: Network Monitoring for Digital Forensics
— Pazair GNU/Linux Forensic LiveCD: Design,
Implementation, Strengths & Weaknesses
e Network Monitoring:
-~ New area (to Digital Forensics)

- plenty of work ahead
e protocol identification
e encrypted content)

— BUT very useful to investigators



Download, contact points & questions

e Download Pazair Linux from:
— http://pazair.secbible.org/pazair-alpha-0.0.6.iso

— If you want to contribute:
e darksyn@secbible.org or g7133486@tees.ac.uk

Questions?
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