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Bluetooth Standard
Background

o “ ..allows portable as well as stationary devices to
communicate using short-range wireless methods,
forming wireless local area networks of permanent
or temporary nature.” (Johnson, 2002)

e First developed by Mattisson and Haartsen for
Ericsson

 Formally standardised and specified by the
Bluetooth Special Interest Group (SIG)



Bluetooth Standard
Background (2)

* Works in the 2.4 Ghz ISM band
* Frequency-Hopping Spread Spectrum

e Can transmit from O0.1m to 100m



Bluetooth Protocol Stack
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Bluetooth Standard
Topology & Security Modes

Topology:
e Piconet

e Scatternet

Security Modes:
 Mode 1: No security

 Mode 2: Service-level Security

 Mode 3: Link-level Security



Bluetooth Standard
Pairing & Views

Pairing 1s:
“...the process by which two Bluetooth enabled devices

establish a relationship, either trusted or non-trusted, by
means of a key exchange mechanism.” (Niem, 2002)

Views:
 Discoverable

 Non-discoverable



Bluetooth Vulnerabilities

Key Generation

Key Management
Violation of Privacy
Weakness of Cypher
Theft/Loss of Device
Service Discovery Protocol

Lack of Security Policies



Attacks on Bluetooth Security

Devices
Generic: Newer:
e PIN code e SNARF
* Encryption e BACKDOOR

* Frequency-Hopping « BLUEBUG
e Location Tracking * Bluejacking

e Denial of Service



Defense Against Bluetooth
Attacks

Larger & more random PIN numbers
Set of keys for low resource devices
Non-discoverable as default

Cypher change

Application Layer Security & PKI
Organisation-wide Security Policies

User Training



Conclusions

Bluetooth Standard: Generally secure

Hardware Vendors: Bad security
implementation

Users: Uneducated, Plug-and-play/pray
Mindset

Cypher: Get on with the times!!!



