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Abstract: Since its initial inception during the late 20th century, Bluetooth technology has
advanced to such a degree that is nowadays a part of our everyday lives. People in all walks of
life nowadays synchronise their Personal Data Assistants (PDAs) with their desktop computers at
work and at home, or with their mobile phones. Businessmen are rarely seen on the street or in
their cars without some form of Bluetooth earpiece allowing them to use their mobile phones.

Security-wise, however, the current implementations of the Bluetooth technology have led to the
discovery of various vulnerabilities, allowing malicious individuals to gain what can only be
described as full access to any system found using the technology, thus violating principles such
as privacy and confidetiality.

This paper will first of all discuss to some degree of detail the inner working of the Bluetooth
standard, the communication protocols involved in a normal interaction between Bluetooth-
enabled devices and the security features provided as part of the standard’s specification.

The paper will then discuss the vulnerabilities found in the way the standard is currently
implemented, as well as the attacks that can be launched by malicious individuals wanting to
exploit those vulnerabilities and the ramifications to the devices and their users.

Finally, the paper will discuss the current defensive strategies found to be most appropriate to
reduce the risk of the aforementioned vulnerabilities being exploited.



1. Introduction

In our current state of technological progress, we all wish to be able to stay connected to our
workplace or be able to access our resources while “on the go”. Certainly, this is more so for
people working in the business sector, where the ability to arrange meetings, keep track of their
schedule and process and manage resources in and from virtually any place.

The Bluetooth standard allows people to easily disperse with cables and wires and do all of the
above tasks while moving about. With a fairly large range of reception, the ability to interconnect
multiple and varied devices, small footprint and low cost (Johnson, 2002, Ryder, 2001),
Bluetooth-enabled devices are now the latest fashion gadgets in every businessman’s (or normal
person’s) pocket.

According to Jakobsson and Wetzel, the bluetooth protocol

“…allows portable as well as stationary devices to communicate using short-range wireless
methods, forming wireless local area networks of permanent or temporary nature.” (Jakobsson,
2001)

First developed by Mattisson and Haartsen, at that time working for the Sweedish
tellecommunication firm Ericsson and then formally standardised and specified by the Bluetooth
Special Interest Group (SIG) (Johnson, 2002), the technology is currently implemented by a vast
number of product manufacturers from quite a few different industry environments around the
world.

Products currently known to be Bluetooth-enabled include Personal Digital Assistants (PDAs),
cellular phones, printers, desktop and laptop computers, hands-free mobile phone kits and a vast
number of other related products.

2. The Bluetooth Standard: Protocols, communication and security

In the previous section, Bluetooth was defined as a short-range method for creating LANs
(Jakobsson, 2001), with either a transient or non-transient connection of low cost and low power
consumption. In this, the technology resembles IEEE’s 802.11 Wireless networks as both
standards are actually based on radio signals of low strength.

Specifically, both Bluetooth and Wireless networks work in the 2.4 Ghz ISM (industrial,
scientific & medical) band (Zouridaki, 2001), a frequency which is also used by other devices
(microwave ovens, cordless phones, etc.).

Bluetooth’s ability to co-exist with such devices is a result of the use of a technique called
frequency-hopping spread spectrum (FHSS) whereby the signal cycles through a set of  either 75
(in the US and most of Europe) or 23 (in the case of France and Spain) channels. The signal must
remain at any single channel for a period of no more than 0.4 seconds and with each change
occuring every 30 seconds displaced by 1MHz, (Johnson, 2002).

The transmission range of the signal depends on the unit’s power output, with three options
(classes) available: 100 mW equalling to a distance of 100 meters, 2.5 mW equaling to a distance
of 10 meters and 1 mW equalling to a distance of 0.1 meters.

Let us now have a look at the actual protocols interacting within the standard.



Figure 1. Bluetooth Protocol Stack (Johnson, 2002)

In the bottom of the stack we have the baseband, also known as Link Control Unit (Johnson,
2002), which provides two main types of connection links in the physical layer, namely the
Syncrhonous Connection Oriented (SCO) and the Asynchronous Conection-Less (ACL) links,
along with some error correction, link management/control and audio transmissions.

Next up we have the Link Manager Protocol (LMP), which is responsible for setting up the link
between two or more devices as well as managing security, control, negotiation, power classes
and signal cycles aspects between those devices.

Then we get to the Logical Link Control and Adaptation Protocol (L2CAP), which provides the
SCO and ACL types of connection links and manages the data services provided by the Bluetooth
system.

Higher up we have the Service Discovery Protocol (SDP), which is responsible for the device’s
ability to discover other devices in range, by querying device, services and service characteristics
information so the link between the devices can be established in accordance to the service
required (Johnson, 2002, Sun, 2001).

The above are part of the first layer of the Bluetooth protocol stack.

Next layer up is the RFCOMM protocol which emulates a serial line’s control and data signals in
order for transport capabilities to be available for the upper-level services.

One layer up is consists of the TCS (Telephony Control Protocols) binary and the AT
commandset which provide the bluetooth system with the ability to handle voice, FAX, data and
modem-related services.

Finally, in the topmost layer are protocols such as TCP/IP, UDP, PPP, WAP etc., which are
uniformely referred to as Adopted Protocols and, as defined by the Bluetooth standard, are open
to expansion (Johnson, 2002, Sun, 2001).

Topologically, Bluetooth devices form temporary and random ad-hoc networks called Piconets
(Hall, 2003), capable of interconnecting and dispersing relatively small groups of devices without
any permanent address assignment (Johnson, 2002).



In a Piconet network, one device becomes the Master and one or more other devices act as the
Slaves, with the master synchronising its connection to the slave devices using its clock and its
FHSS. A Piconet can have up to eight active devices, with one being the master and the other
seven being the slaves, and up to 255 inactive slave devices (Hall, 2003, Johnson, 2002).

A Bluetooth device can be a member of more than one Piconets, forming what is called a
Scatternet. In doing so, the device becomes a slave to the other Piconet independent of its status
in its own Piconet (Hall, 2003, Johnson, 2002, Zouridaki, 2001).

In a Piconet, a device can be in either a standby state, where it is waiting to join the network, an
inquire state where it is seeking other devices to join to, a page state where it is the master device
and requests to join with another device, a connect state, where it is connected to the network and
a park/hold state in which it is not transmitting any data (inactive) to the network (Zouridaki,
2001).

The process by which one or more Bluetooth devices join, now, is referred to as pairing.

Pairing is defined as:

“…the process by which two Bluetooth enabled devices establish a relationship, either trusted or
non-trusted, by means of a key exchange mechanism…used for authentication and encryption of
subsequent communications between the paired Bluetooth devices.” (Niem, 2002)

Pairing is accomplished by the two devices first generating a temporary initialisation key through
the use of a shared PIN and the 48-bit address of the receiving device and a random number. The
initialisation key is sent to the second device which creates its own initialisation key using the
shared pin and the 48-bit address of the receiving device and proceeds to send it back to the first
device. If the keys match eachother then a connection is established and the pairing is completed.

Further encryption of the communication between the two devices is accomplished by the
creation and use of a link key, which is generated by the use of the initialisation key to encrypt
either the data (in the case of poor resources) or a random number (otherwise) to create the link
key which can then be used for any further encrypted communication (Jakobsson, 2001, Niem,
2002, Zouridaki, 2001).

Security-wise, a bluetooth device can work in one of the following three modes (Sun, 2001):
• Mode 1: In this mode there is no security procedures (authentication, authorisation or

encryption) inhibiting the connection between devices.
• Mode 2: Service-level security. Here the device first establishes a connection with another

device and then decides if any security procedures are to be used in the connection.
• Mode 3: Link-level security. Security procedures are established before any connection with

another device is attempted, usually by the extra use of a PIN type of password.

Finally, a Bluetooth device can be in either of two modes, with regards to its ability to connect to
other devices: a discoverable mode, in which the device can be seen by the rest of the network,
and a non-discoverable mode, where the device sees and is seen by only those other devices to
which it is joined to but none other (Jakobsson, 2001).



3. Bluetooth implementation vulnerabilities and the associated risks

Having already discussed the pairing process between two or more Bluetooth devices and the
security levels present in the Bluetooth standard itself, some of the vulnerabilities present in such
systems are quite apparent.

In her paper, McDonough reports the three most apparent vulnerabilities of the current bluetooth
implementation (Mcdonough, 2003). Her findings report those vulnerabilities to be the key
generation, key management and violation of privacy.

Specifically, in the key generation procedure the fact that the initialisation key used for both
establishing the session during pairing and for just about any other encrypted communication
includes a PIN number. The PIN number, which is usually up to four digits long, can be brute-
force broken in 2^100 tries, which is quite computationally feasible, which is also mentioned by
Jakobsson (Jakobsson, 2001).

In this matter, Sun et al (Sun, 2001) also adds that in a lot of cases the default setting is “0000”,
which makes it even more feasible to successfully guess the PIN number.

The fact that during the initialisation key generation process the PIN is combined with the
device’s address (which is publically available) and the device’s clock which are sent
indiscriminately and in clear-text over the air has also been mentioned by Jakobsson,
McDonough, Laurie, Sun and Vainio (Jakobsson, 2001, Laurie, 2004, Mcdonough, 2003, Sun,
2001, Vainio, 2000) as proof that key generation is lax enough to allow for a malicious person, in
posession of only the initialisation key, to gain all the rest of the encryption keys and get full
access to all the traffic and communication between devices.

The fact that devices basically share the same keys, key management-wise, is also recognised as a
vulnerability (Mcdonough, 2003), as the person who correctly guesses the key, can pose as a third
device (in a communication between two devices) which can identify and pass messages to both
other devices posing as the other device to each of the two devices, also noted by Jakobsson
(Jakobsson, 2001) and Sun (Sun, 2001).

The lack of an easy way of typing a PIN number of their own, as found by both Vainio et al and
Sun et al (Sun, 2001, Vainio, 2000) also means the users will eventually tire of typing in a
password each time they want to access something via Bluetooth (if they even try to set a
password at all), which means they will either leave the devices operating in security mode 1 or
go with the factory-set password.

The third most important vulnerability, as stated by McDonough (Mcdonough, 2003) is the fact
that the device address of each Bluetooth-enabled device are publically available to anybody in
range of the Piconet the devices operate in. As they are sent in clear-text by any device that is set
in a discoverable mode, the possibility exists (and is feasible) for the tracking of the devices
owners within the confines of the Piconet. This poses a clear violation of privacy for the device
owners.

Both Zouridaki (Zouridaki, 2001) and Niem (Niem, 2002) believe that the theft or loss of a/the
Bluetooth device is also a major vulnerability, as they both state that the only way one can
securely delete a pairing to a no-longer-existing device is to reset the device they want to delete
the pairing from to its original factory settings as Bluetooth manufacturers don’t provide an easier



and safer way to delete a pairing. This is further corroborated by Whitehouse’s research
(Whitehouse, 2003).

Niem also considers the fact that the Service Discovery Protocol’s lack of encryption and
authentication capabilities can be construed to be a vulnerability (Niem, 2002). He argues that the
data sent by bluetooth devices across a Piconet’s range in order to advertise the types of services
offered by each of the devices in the network allow for reconnaisence mapping. This is especially
true if we take into account Jakobsson’s and Zouridaki’s statements (Jakobsson, 2001, Zouridaki,
2001) that each packet sent via Bluetooth has a header containing full information on the type of
data contained.

Finally, Hall, Laurie, McDonough and Sun (Hall, 2003, Laurie, 2003, Mcdonough, 2003, Sun,
2001) all believe that the lack of security policies within the workplace as to the proper
configuration documentation and maintenance of Bluetooth-enabled devices are yet another
vulnerability.

4. Attacks exploiting the vulnerabilities in Bluetooth implementations

Zouridaki (Zouridaki, 2001) defines six types of attacks on Bluetooth devices, which are also
identified in the research conducted by Niem, Jakobsson et al and Sun et al. (Jakobsson, 2001,
Niem, 2002, Sun, 2001).

The PIN code attack, as has been mentioned in the previous part, allows the attacker to guess the
PIN number used in the creation of the initialisation key, as most users will either set a four-digit
key or use the factory-provided key (which in many cases is “0000”).

An encryption attack to the SAFE+ cryptographical algorithm currently most implemented has
been mathematically and pragmatically demonstrated to be feasible. Certain types of dictionary-
based brute-forcing attacks against the encryption can further reduce the time such an attack can
take as they can reduce the results to 2^64 possible combinations. Furthermore, the off-line use of
distributed/parallel bruteforcers can even further reduce the time it will take to break the
cryptographical algorithm, allowing the attacker to fully eavesdrop the entire communication
between the devices.

The range of the Bluetooth device radio signal, and specifically the use of the maximum available
transmission class, can also allow an attacker, combined with the clear-text transmission of SDP-
related data, to fully map the Piconet to gain knowledge on the services available on the network,
thus performing a Frequency-Hopping attack. This is also corroborated and demonstrated by
Laurie’s (Laurie, 2003) and Whitehouse’s (Whitehouse, 2003) research.

The selfsame attack can be further used to conduct statistical analysis on the whereabouts of each
particular individual bluetooth user within the confines of the Piconet and their interactions with
other bluetooth users after the particular Bluetooth device has been connected to the device’s
user. This can allow attackers to know the precice location of the victim without the victim’s
knowledge that their privacy has been violated (Jakobsson, 2001, Laurie, 2004, Sun, 2001).

Denial of Service attacks can also be launched against either the device’s ability to contact other
devices, or against the device’s battery. In the first instance, the attacker, given enough devices or
parallel connections, can transmit messages to the device but not accept the response and
continue this process indefinetly. This will result in the victim device using up all its available
connection capacity (7 slave connections) and not accept pairing with any other device untill the



attack stops. In the second case, the attacker continually sends messages to the device
continuously, thus consuming the battery of the device.

The effectiveness and feasiblity of Denial of Service attacks against Bluetooth devices has also
been demonstrably proven in Laurie et al’s presentation in the Chaos Communication Congress
conference (Laurie, 2004).

In his paper on The Bunker, Laurie et al details some new techniques which rely on the
previously mentioned attacks on Bluetooth devices (Laurie, 2003).

Specifically, they identify four attacks as being the most prevalent and used against mobile
phones.

The SNARF attack allows the attacker to connect to a Bluetooth-enabled mobile phone without
the owner’s knowledge and gain access to a great deal of information up to and including the
phone’s International Mobile Equipment Identity (IMEI), if the Bluetooth device is in
discoverable mode.

In the BACKDOOR attack, the attacker pairs with the victim’s device without it appearing
anywhere on that device, which not only gives the attacker the advantages of a SNARF attack but
also allows them to access services such as the Internet through the use of WAP or GPRS. As the
connection is persistent, the attacker effectively has access to the victim’s device on an on-
demand basis.

An attack called BLUEBUG allows the attacker to gain full access to the AT commandset via the
use of a serial profile connection, thus allowing them to eavesdrop entire conversations, send and
receive SMS messages and establish an Internet connection through the use of PPP-related
commands.

Finally, the Bluejacking attack, which is the one most commonly used by malicious (but also
people who wish to conduct anonymous conversations) people, involves the use of the pairing
protocol in its initial stage of pairing to pass a message to appear on the Bluetooth device.
Ostensibly, such an attack in and by itself poses no real threat, but can be used as a prelude to a
SNARF attack and can certainly be annoying should it be used for “spam” advertisements.

Whitehouse, in his research report on @stake (Whitehouse, 2003), demonstrably proves the
validity of at least some of those attacks, which have also been presented in the Chaos
Communication Congress conference (Laurie, 2004).

5. Defense against attacks on Bluetooth-enabled devices

Having seen the vulnerabilities inherrent in the implementation of the Bluetooth standard and the
attacks that can be waged on those vulnerabilities, we can now discuss some ways of defending
against such attacks and mitigating the risks posed by the aforementioned vulnerabilities.

In his research, Niem (Niem, 2002) suggests some basic steps towards defense. One defensive
strategy he suggests is the use of larger (and thus stronger) and more random PIN numbers, and
conducting this in an out of band location, which will allow the PIN to generally remain hidden
from any attacker during a clear-text transmission. This opinion is also shared by both Jakobsson
(Jakobsson, 2001) and Sun et al (Sun, 2001). Sun et al also suggests using a set of keys instead of



a single key, perhaps through the use of some special software, when the pairing device has too
few resources to properly create an initialisation key which is seconded by Hall (Hall, 2003).

Niem also recommends that Bluetooth devices should be set to non-discoverable mode as a
general rule and only changing mode when a new pairing is needed.

Niem, Jakobsson and Sun et al all suggest that the cypher be changed from SAFE+ to something
newer and more computationally tough to decypher (Jakobsson, 2001, Niem, 2002, Sun, 2001).

Sun et all, suggests that some form of Application Layer Security be applied to the devices, to
which Niem adds the added need for a Public Key Infrastructure as well.

Hall (Hall, 2003) also suggests that Bluetooth devices be regularly updated to remain free of
certain vulnerabilities to which fixes come into existence.

Finally, Hall, Sun et al, Niem, Jakobsson and Zouridaki (Hall, 2003, Jakobsson, 2001, Niem,
2002, Sun, 2001, Zouridaki, 2001) all suggest the creation and enforcement of organisation-wide
security policies with regards to Bluetooth devices, as well as the enforcement of Bluetooth user
training on the proper use and maintenance of their devices.

6. Conclusion
The purpose of this paper was to give a somewhat detailed analysis of the vulnerabilities in the
Bluetooth technology as both a standard and an implementation practice.

This paper first examined the Bluetooth standard, looking into the protocols that comprise it, their
interactions with eachother in a network, the topologies applicable to it and the security
functionality documented as part of the standard itself.

The paper then went on to critically analyse the various weaknesses both in the standard itself and
its implementation by hardware vendors, as well as matters of deployment in an general (business
and/or home) environment.

A description and slight critical analysis of the methods malicious individuals can use to attack
users of Bluetooth-enabled devices was also given.

Finally, the paper critically analysed the most popular defensive strategies suggested to minimise
the risks such attacks would have on Bluetooth-enabled devices.

As it was made clear by the paper, the Bluetooth standard is generally secure enough. The
problem currently faced by the security community is twofold.

On one hand, there are the hardware vendors, whose bad security implementation practices led to
some of the options available to the user population, as stated by the standard’s specification,
being scrapped in favor of their largely unfounded considerations for ease of use and Plug-and-
play mode of thinking. On the other hand, there are the users themselves, who sacrifice common-
knowledge security practices in favor of the selfsame ease of use and Plug-and-play mode of
thinking.

Another point to be made here is that the encryption methods used in the standard have long since
been out-paced by the rapid technological advances, so a move towards the adoption of more
current cryptographical algorithms is and should be made clear.
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