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INVESTIGATING FRAUD 
IN WINDOWS-BASED DRI-
VING EXAMINATION 
THEORY SYSTEMS AND 
SOFTWARE
Fraud can take many forms, can take place practically anywhere, any 
when and any how. Theoretical driving examinations are now com-
puterized in most parts of the world and the overwhelming majo-
rity of such systems tend to have some to no security at all, relying 
instead on the invigilators of the exam to catch those suspected of 
fraud. But, what happens when the invigilators fail and you, the di-
gital forensic investigator, is asked to look into the case? Where does 
one start, where does one go and where does one end up? What do 
we investigate, how do we go about it and what tools with?

��,Q�WKLV�DUWLFOH��,�ZLOO�DWWHPSW�WR�VKDUH�P\�H[SHULHQFHV�LQYHVWL�
gating such systems from the point of view of the digital foren-

VLF�LQYHVWLJDWRU�ZKR�¿�UVW�DUULYHV�LQ�WKH�VFHQH�RI�WKH�FULPH��IURP�
the moment of arrival to the end report submitted to the client.

��/HW�XV��WKHQ��VWDUW�RXU�MRXUQH\�IURP�WKH�PRPHQW�ZH��WKH�GL�
JLWDO�IRUHQVLF�LQYHVWLJDWRUV��JHW�WKH�IDWHIXO�FDOO��ZKHUH�ZH�DUH�
WROG�LW¶V�D�FDVH�RI�IUDXG�LQ�WKH�'ULYLQJ�7HVW�&HQWUH�DQG�ZH�KDYH�
been called to investigate it and present a report.

  To begin with, it should be stated that, as most driving test 

FHQWUHV�DUH�SDUW�RI�D�FRXQWU\¶V�LQWHUQDO�VHUYLFHV��ZH�DUH�JRLQJ�
WR�DOZD\V�EH�GHDOLQJ�ZLWK�D�PL[WXUH�RI�JRYHUQPHQW�RI¿�FLDOV��RI�
PLGGOH�PDQDJHPHQW�SHUVXDVLRQ��DQG�ORFDO� ODZ�HQIRUFHPHQW��
and we are always going to be needing to deal with red-tape

-style bureaucracy, where everything is moving much more 

slowly than when dealing with the private sector.

  This means we are going to be dealing with the nightmare 

scenario where our crime scene is possibly several months 

old and very seriously tainted (as non-essential government 

bodies tend to respond fairly slowly and after much red-tape to 

VXFK�FDVHV���DQG�ZKHUH�QRUPDO�GLJLWDO�IRUHQVLF�SURFHVVHV�DQG�
SUDFWLFHV�GRQ¶W�XVXDOO\�ZRUN��7KH�QLJKWPDUH�FRPHV�IURP�WKH�
fact that, in such a scenario, you cannot explicitly trust the data 

you collect or any information that you are given and cannot 

corroborate in a straightforward way.

 

  The data has been tainted, the exams are running 2-3 times 

D�ZHHN�DQG�WKH�WHVW�FHQWUH�FDQQRW�EH�FORVHG�GRZQ�IRU�WKH�GX�
ration of the investigation, so we are told we have to release 

WKH��PDQ\��SOXV�VHUYHUV��FRPSXWHUV�ZLWKLQ�D�YHU\�VSHFL¿�F�DQG�
¿�QLWH�OHQJWK�RI�WLPH������GD\V�DW�PRVW��

��6R��ZH�DUULYH�LQ�WKH�YLFLQLW\�RI�WKH�FULPH�VFHQH��WKH�EXLOGLQJ��������������������������
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)LUVW�DQG�IRUHPRVW�LQ�RXU�PLQGV�VKRXOG�EH�WKDW�WKLV�LV�D�SODFH�
where practically everybody has access to the building be-

WZHHQ�JRYHUQPHQW�RI¿�FH�ZRUNLQJ�KRXUV��DQG�ZKHUH�QRZDGD\V�
,QWHUQHW�DFFHVV�YLD�ZLUHOHVV�DFFHVV�SRLQWV�VFDWWHUHG�WKURXJKR�
ut the building is the norm, and they are used by both staff and 

examination candidates at the same time. 

This means we can assume three things:

a.  That the test area is not completely isolated.

E���7KDW�WKH�IUDXG�PD\�QRW�VLPSO\�LQYROYH�WKH�WHVW�DUHD¶V
�����ZRUNVWDWLRQV�EXW�DOVR�WKH�GHYLFHV�RI�WKH�H[DPLQDWLRQ�VWDII
     and the candidates.

F���,I�SRLQWV�D�DQG�E�KROG�WUXH��WKHUH�LV�QRWKLQJ�ZH��WKH�SROLFH�RU�
the government body can do about it, nor is there any re-

OLDEOH�ZD\�IRU�XV�WR�¿�QG�RXW�ZKR�GLG�ZKDW�XVLQJ�WKH�ZLUHOHVV�
access point, when and how (forget about going through 

ORJV��LI�WKH\�H[LVW�DW�DOO��RI�WKH�IUHH�ZL�¿��DFFHVV�SRLQWV�LQ�D�
SXEOLF�DUHD��

��6R��ZH�PDS�DQG�¿�QG�WKH�UDQJH�RI�WKH�ZLUHOHVV�,QWHUQHW�DFFHVV�
points, see whether that range extends to the testing room, 

GHWDLO�WKH�¿�QGLQJV�LQ�RXU�FRQWHPSRUDQHRXV�QRWHV�DQG�PRYH�RQ�
to the testing room itself.

� � ,Q� DQ� H[DPLQDWLRQ� HQYLURQPHQW�� WKH� ORFDWLRQ� RI� HYHU\WKLQJ�
and everyone in it before, during and after examination time 

LV�DV�LPSRUWDQW�DV�WKH�DFWXDO�ZRUNVWDWLRQV�XVHG�LQ�WKH�H[DPL�
nation.

   

Figure 1: Workstation placement in the examination room.  

)LJXUH���VKRZV�WKUHH�RI�WKH�PRUH�FRPPRQ�ZRUNVWDWLRQ�SODFH�
PHQW�VFKHPHV� LQ�DQ�H[DPLQDWLRQ� URRP��$V�ZH�FDQ�VHH�� WKH�
W\SHV�RI�ZRUNVWDWLRQV��WKHLU�SODFHPHQW�LQ�WKH�URRP��WKH�WDEOHV�
WKH\�DUH�XVLQJ�IRU� WKH�ZRUNVWDWLRQV��H��J��)LJXUH����� WKH� LQYL�
JLODWRU¶V�VHDW�	�SRLQW�RI�YLHZ�DQG�HYHQ�WKHLU�ZDONLQJ�SDWWHUQV�
are of importance if one is to try to map the scene of crime in 

WKLV�LQVWDQFH��6R��ZH�GHDO�ZLWK�WKH�SK\VLFDO�FULPH�VFHQH�DV�ZH�
would in a normal forensic investigation in the real world. The 

reason for this is we want to establish how the alleged crime 

has been perpetrated, or how it has not been perpetrated (at 

WKLV�SRLQW��ZH�HLWKHU�SURYH�RU�GLVSURYH�WKHRULHV��

Figure 2: A typical examination workstation

��6RPH�ZRUNVWDWLRQV�ZLOO�EH�IXOO�FRPSXWHU�V\VWHPV�XWLOL]LQJ�WR�
uch-screen technology with more conventional input devices 

�NH\ERDUG�	�PRXVH��DQG�PDLQ�SURFHVVLQJ�XQLWV�KLGGHQ�DZD\�
LQVLGH�SDQHOV��VXFK�DV�WKH�V\VWHP�VKRZQ�LQ�)LJXUH����2WKHUV�
ZLOO� EH� FRPSOHWH� NLRVN�VW\OH� V\VWHPV�ZLWK� VXFK� FRPSRQHQWV�
integrated to form as small a footprint as possible. The type 

RI�ZRUNVWDWLRQ�XVHG��DV�ZHOO�DV�KRZ�WKH�OD\RXW�RI�WKH�URRP�LV�
XWLOL]HG�WR�WDNH�WKLV�LQWR�DFFRXQW��LV�DOVR�YHU\�LPSRUWDQW�

� �)RU�H[DPSOH�� LQ�RQH�RI�P\� LQYHVWLJDWLRQV�� ,�DVNHG�D�PHP�
EHU�RI�WKH�LQYLJLODWLRQ�WHDP�WR�WDNH�SDUW�LQ�D�VPDOO�H[SHULPHQW�
ZKHUH� ,�ZDV� WKH�SHUVRQ� WDNLQJ� WKH�H[DP�DQG� WKH\�ZHUH� WKH�
invigilator in the room, under proper examination conditions. 

%\�GRLQJ�HYHU\WKLQJ�,�FRXOG�WR�JDLQ�SK\VLFDO�DFFHVV�WR�WKH�V\V�
tem without being seen by the invigilator (also accounting for 

WKH�LQYLJLODWRU¶V�KHLJKWHQHG�SHUFHSWLRQ�RI�WKH�SRVVLELOLW\�RI�PH�
FRPPLWWLQJ�IUDXG���,�ZDV�DEOH�WR�EHWWHU�XQGHUVWDQG�WKH�SRVVL�
ble physical access points, barriers to access and subversion 

PHFKDQLVPV��6XFK�H[SHULPHQWV�FDQ�JLYH�\RX�D�EHWWHU�LGHD�RI�
WKH�VWUHQJWKV�DQG�ZHDNQHVVHV�RI�FHUWDLQ�SK\VLFDO�DSSURDFKHV�
to fraud.

� �$IWHU�ZH�GHWDLO�DQG�SURYLGH�D�VHW�RI�SKRWRJUDSKV�DQG�GUD�
wings of such information on the physical locale of the crime 

scene, we need to move to the more traditional aspects of a 

digital forensic investigation, namely the processes of seizure, 

DFTXLVLWLRQ��DQDO\VLV�DQG�UHSRUWLQJ�

��$V�ZH�GLVFXVVHG�EHIRUH��KRZHYHU��WKH�UXOHV�JRYHUQLQJ�VXFK�
SURFHVVHV��DV�GH¿�QHG�E\�1,-��������RU�$&32��������LQ�WKHLU�
good practice guides, have to be applied to a crime scene 

that has been contaminated repeatedly over a potentially large 

SHULRG�RI� WLPH��&RPELQH� WKH�DERYH�ZLWK� WKH� UHTXLUHPHQW� IRU�
WKH�VHL]XUH�RI�DQ\�HTXLSPHQW�DQG� WKH�DFTXLVLWLRQ�SURFHVVHV�
to be performed in the shortest possible timeframe so that the 

test centre can be up and running, for example, the next day, 

and you are faced with the nightmarish scenario of having to 

perform said processes in such a way so as to comply with 

WKH�UHTXLUHPHQWV�RI�WKH�SXEOLF�ERG\�DQG��DW�WKH�VDPH�WLPH��QRW�
compromise whatever shred of evidential value the artifacts 

may still retain.

��)RU�H[DPSOH��\RX�KDYH�WR�LPPHGLDWHO\�GLVFDUG�DQ\��HYHQ�UH�
PRWH��SRVVLELOLW\�RI�JHWWLQJ�DQ\WKLQJ�XVHIXO�IURP�VRXUFHV�VXFK�
DV� FDFKH�� 5$0�� SDJH�¿�OHV� DQG� UXQQLQJ� PHPRU\�SURFHVVHV�
after all the time that has passed since the commission of the 

alleged crime. That assumption, which is perfectly valid given 

the circumstances, (and should be clearly stated and the re-

asons detailed in both your contemporaneous notes and in 

\RXU�UHSRUW��DOORZV�\RX�WR�UHGXFH�WKH�QXPEHU�RI�DUWLIDFWV�\RX�
ZLOO�VHL]H�WR�MXVW�WKH�ZRUNVWDWLRQV�DQG�VHUYHUV¶�KDUG�GULYHV��

� �$GGLWLRQDOO\�� \RX� VKRXOG� DOVR� OLDLVH�ZLWK� WKH� ,7�GHSDUWPHQW�
DQG�DVN�WR�EH�JLYHQ�DFFHVV�WR�WKH�ORFDOH�ZKHUH�WKH�QHWZRUNLQJ�
infrastructure for that particular room resides. There you need 

WR� LGHQWLI\�DQG�SKRWRJUDSK�DQ\�HTXLSPHQW�XVHG�DQG�DVVHVV�
WKH� HYLGHQWLDO� YDOXH� RI� VDLG� HTXLSPHQW��$� PDQDJHG� &,6&2�
switch or router, for example, can be of much evidential value, 

DV�RSSRVHG�WR�DQ�XQ�PDQDJHG�XQ�QDPHG�EUDQG�VZLWFK�URXWHU��
$Q\�³H[RWLF´�KDUGZDUH�VKRXOG�DOVR�EH�VHL]HG��

��:KDW�\RX�VKRXOG�DOVR�EH�ORRNLQJ�IRU��ZKLOH�OLDLVLQJ�ZLWK�WKH�,7�
GHSDUWPHQW�� LV�ZKHWKHU� WKH�FRPSXWHU�QHWZRUN� LQ� WKH�URRP�LV�
FRPSOHWHO\�LVRODWHG�IURP�WKH�UHVW�RI�WKH�QHWZRUN��DV�LW�VKRXOG��
LQ�DQ�LGHDO�ZRUOG��EH��RU�QRW��DV�WKH�FDVH�ZLOO�PRUH�RIWHQ�EH��
DQG��LI�LW�LV�QRW�LVRODWHG��ZKDW�WKH�NH\KROHV�WKH�,7�GHSDUWPHQW�
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KDV� LQVWDOOHG� IRU�HDVH�RI�DGPLQLVWUDWLRQ�DUH��$V�EHIRUH��QRWH�
it down in your contemporaneous notes, but be prepared for 

such information to be either false or not entirely true. 

$QRWKHU�SRLQW�\RX�VKRXOG�FRQVLGHU��ZKLOH� OLDLVLQJ�ZLWK� WKH� ,7�
department, is the possibility of their complicity in the alleged 

FULPH��,Q�D�ORW�RI�FDVHV�LQYROYLQJ�IUDXG��VXFK�FULPHV�DUH�SHUSH�
trated through the collusion of the offender with one or more 

insiders.

��6R��ZLWK�WKH�SURFHVV�RI�VHL]XUH�FRPSOHWH�DQG�WKH�KDUG�GULYHV�
LQ�\RXU�SRVVHVVLRQ��WKH�DFTXLVLWLRQ�SURFHVV�EHJLQV�DQG�LV�FRQ�
ducted in exactly the same way the manual says (image the 

GULYHV�XVLQJ�D�KDUGZDUH�DQG�VRIWZDUH�EORFNHU��KDVK�WKH�LPD�
JHV��PDNH�FRSLHV�RI� WKH� LPDJHV�HWF���DQG�UHWXUQ�WKHP��WKUR�
XJK�WKH�SURSHU�FKDQQHOV��WR�WKH�GULYLQJ�H[DPLQDWLRQ�FHQWUH��$Q�
important tip, at this stage, is that you should always expect 

WR� KDYH� WR�GHDO�ZLWK�DQ\�DQG�DOO� NLQGV�DQG� VL]HV�RI� VWRUDJH�
PHGLXPV��,'(��6$7$��66'�HWF���ZLWK�DQ\�DQG�DOO�NLQGV�RI�SDU�
WLWLRQLQJ�VFKHPHV��$QG�\RX�VKRXOG�DOZD\V�H[SHFW�WR�FRQVXPH�
PRUH�VWRUDJH�VSDFH�IRU�WKH�GLVN�LPDJHV�WKDQ�RULJLQDOO\�JLYHQ�
WR�XQGHUVWDQG�\RX�ZLOO�UHTXLUH�

��7KH�SURFHVV�RI�DQDO\VLV�ZKHQ�LQYHVWLJDWLQJ�7KHRUHWLFDO�'UL�
YLQJ�([DPLQDWLRQ�FHQWUHV�LV�ERWK�PRUH�DQG�OHVV�FRPSOH[�WKDQ�
LQ�\RXU�DYHUDJH�W\SH�RI�FDVHZRUN��
��<RX�GRQ¶W�KDYH�WR�GHDO�ZLWK�YHU\�H[RWLF�KDUGZDUH��WKH�2SH�
UDWLQJ�6\VWHP�LQ�XVH�LV�DOZD\V�0LFURVRIW�:LQGRZV��������;3��
9LVWD� RU� ��� GHSHQGLQJ� RQ� WKH� DJH� RI� WKH� FRPSXWHU� V\VWHPV�
XVHG�E\�WKH�WHVWLQJ�FHQWUH���DQG�WKH�¿�OHV\VWHP�LQ�XVH�LV�HLWKHU�
)$7���RU�17)6��6WDQGDUG�GLJLWDO�IRUHQVLF�DQDO\VLV�PHWKRGROR�
JLHV�DQG�WRROV�RI�WKH�26�DQG�WKH�¿�OHV\VWHPV�KDYH�EHHQ�DPSO\�
GRFXPHQWHG�E\�VXFK�DXWKRUV�DV�&DVH\���������&DUULHU��������
DQG�&DUYH\��������������

� �2QH�VXFK�V\VWHP�FDQ�EH�VHHQ� LQ�)LJXUH����ZKHUH�ZH�FDQ�
see the partitioning scheme is split into two partitions, both 

RI�ZKLFK�DUH�17)6��DQG�ZKHUHDV�WKH�¿�UVW�SDUWLWLRQ�LV�GHYRWHG�
VROHO\� WR� WKH�26�� WKH�RWKHU�FRQWDLQV� WKH�GULYLQJ�H[DPLQDWLRQ�
software.

 

)LJXUH����$�K\SRWKHWLFDO�H[RWLF�FRQ¿�JXUDWLRQ�RI�DQ�H[DPL�
nation workstation.

What you do have to deal with, however, are:

D���([RWLF�GULYLQJ�H[DPLQDWLRQ�VRIWZDUH�
E���([RWLF�GULYLQJ�H[DPLQDWLRQ�VRIWZDUH�XSGDWH�PHFKDQLVPV�
F���7KH�IDFW�WKDW�WKH�LQIRUPDWLRQ�\RX�DUH�WU\LQJ�WR�¿�QG�WKDW

    would prove or disprove the actual commission of the ale-

ged crime has been either:

 

D����QRW�UHFRUGHG�LQ�UHFRUGDEOH��DQG�WKXV�UHWULHYDEOH��ORFD�
      tions;

E����RYHUZULWWHQ�E\�WKH�SDVVDJH�RI�WLPH�DQG�E\�ORJ�¿�OH�UH�
      tention policies;

c.   deleted multiple times through re-formatting of the 

      hard-drive;

d.   do not exist because the hard-drive has been replaced

������DW�DQ�XQVSHFL¿�HG�WLPH�LQ�WKH�SDVW�

d.  The sheer number of hard-drive images that you have to

      analyze just for this one case.

  When it comes to exotic driving examination software, there 

are a number of things one has to understand and be able to 

GHDO�ZLWK��)LUVW�RI�WKHP�LV�WKH�IDFW�WKDW�WKH�FRQWUDFW�IRU�WKH�GH�
velopment of the driving examination software will have been 

auctioned off to the bidder with the lowest offer, price-wise. 

This means that the software itself will not behave in a predic-

WDEOH�DQG�LGHQWL¿�DEOH�PDQQHU��H��J��DV�LGHQWL¿�HG�LQ�WKH�1DWLRQDO�
6RIWZDUH� 5HIHUHQFH� /LEUDU\� �KWWS���ZZZ�QVUO�QLVW�JRY��� and 

will have to be analyzed in order to identify any points that the 

RIIHQGHU�V��ZLOO� DWWHPSW� WR�H[SORLW� E\� WKHPVHOYHV��DQ\�SRLQWV�
WKDW�WKH�RIIHQGHU�V��ZLOO�DWWHPSW�WR�H[SORLW�WKURXJK�WKH�KHOS�RI�
D�WKLUG�SDUW\��LQVLGHU��DQG�DQ\�SRLQWV�WKDW�WKH�WKLUG�SDUW\��LQVL�
GHU���RU�HYHQ�IRXUWK�SDUW\��GULYLQJ�LQVWUXFWRU�SDLG�RII�WR�WDNH�WKH�
H[DPLQDWLRQ�RQ�EHKDOI�RI�WKH�LQWHUHVWHG�SDUW\��ZLOO�DWWHPSW�WR�
exploit by themselves on behalf of the offender, with or without 

the help of the insider.

� �2QH�ZD\� RI� DQDO\]LQJ� WKH� GULYLQJ� H[DPLQDWLRQ� VRIWZDUH� LV�
to reverse-engineer it, which is a very long and arduous pro-

cess that may or may not be a waste of time in terms of what 

LWV�RXWFRPH�ZLOO�EH�EXW�FDQ�SRWHQWLDOO\�JLYH�XV�HDVLO\�YHUL¿�D�
EOH�GDWD�RI�HYLGHQWLDO�YDOXH��,W�VKRXOG�EH�QRWHG��KHUH��WKDW�WKH�
process of reverse-engineering the actual software is not only 

WLPH�FRQVXPLQJ�EXW�DOVR�UHTXLUHV�D�YHU\�JRRG�NQRZOHGJH�RI�
reverse-engineering principles and methodologies and a very 

JRRG�NQRZOHGJH�RI�ORZ�OHYHO�FRPSXWHU�SURJUDPPLQJ�DQG�GH�
bugging.

� �$QRWKHU�ZD\�RI�DQDO\]LQJ� WKH�GULYLQJ�H[DPLQDWLRQ�VRIWZDUH�
LV� WR�XVH�D�FRS\�RI� WKH�VHUYHU�DQG�ZRUNVWDWLRQ�GLVN� LPDJHV��
FRQYHUW�VDLG�FRSLHV�LQWR�YLUWXDO�PDFKLQH�GLVN�LPDJHV�DQG�UH�
FUHDWH�HLWKHU�WKH�HQWLUH�RU�SDUW�RI�WKH�QHWZRUN�LQ�D�YLUWXDOL]HG�
HQYLURQPHQW� �WKURXJK� 9LUWXDO%R[� RU� 90:DUH�� IRU� H[DPSOH���
7KHQ��XVLQJ�WKH�FUHGHQWLDOV�SUHYLRXVO\�VXSSOLHG�E\�WKH�,7�GH�
partment of the examination centre and all the information you 

KDYH�JDWKHUHG�DERXW�WKH�QHWZRUN�WRSRORJ\�DQG�WKH�RSHUDWLRQ�
RI� WKH� QHWZRUN�� DWWHPSW� WR� VLPXODWH� D� IXOO� WKHRUHWLFDO� GULYLQJ�
H[DPLQDWLRQ��DW�WKH�VDPH�WLPH�PRQLWRULQJ�WKH�QHWZRUN�WKURXJK�
WKH�XVH�RI�VXFK�WRROV�DV�UHJLVWU\�FKDQJH�PRGL¿�FDWLRQ�YLHZHUV��
V\VWHP� UHVRXUFH�PRGL¿�FDWLRQ� YLHZHUV� DQG� SDFNHW� FDSWXULQJ�
VROXWLRQV��HJ��ZLUHVKDUN��KWWS���ZZZ�ZLUHVKDUN�RUJ����

  The advantages of this analysis method is that, through si-

mulation and observation, you will gain a deep enough level 

RI�XQGHUVWDQGLQJ�RI�WKH�QHWZRUN�LQ�TXHVWLRQ�DQG�LWV�RSHUDWLRQ��
and you will have the opportunity to observe, record and analy-

se all the effects the operation of this piece of software has on 

WKH�ZRUNVWDWLRQV�DQG�WKH�QHWZRUN�LQ�JHQHUDO�� WKXV�LGHQWLI\LQJ�
WKH� SRLQWV�PDGH�HDUOLHU� LQ� WKH� DUWLFOH��$QRWKHU� DGYDQWDJH� RI�
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this analysis method is that it will allow you to also identify, at 

the same time, the updating mechanism the software has for 

updating the driving examinations. The major disadvantage of 

this approach, however, is that it will effectively destroy the 

HYLGHQWLDO�LQWHJULW\�RI�DOO�WKH�FRSLHV�RI�WKH�GLVN�LPDJHV�DFTXLUHG�
in the previous step of the investigation, and should only be 

DWWHPSWHG� ZKHQ�PXOWLSOH� FRSLHV� RI� WKRVH� GLVN� LPDJHV� KDYH�
been made.

� �$� WKLUG� DSSURDFK� WR� DQDO\]LQJ� WKH� GULYLQJ� H[DPLQDWLRQ� VR�
IWZDUH�LV�WR�DOVR�DFTXLUH�WKH�SURJUDP�LWVHOI�WKURXJK�D�UHTXHVW�
made through the law enforcement body. However, the major 

VWXPEOLQJ�EORFN�,¶YH�UXQ�DFURVV�LQ�P\�DWWHPSWV�WR�GR�WKDW�FR�
mes from the way the software tends to be distributed to the 

driving examination centres, namely through subcontracting 

WKH�WDVN�WR�SULYDWH�,7�EXVLQHVVHV��ZKR�WKHQ�LPDJH�WKH�V\VWHP�
the software is installed and install the image on a number of 

ZRUNVWDWLRQV�DQG�VHUYHUV�ZKLFK�WKH\�VHW�XS�LQ�WKH�WHVW�FHQWUHV�
WKHPVHOYHV��$WWHPSWLQJ��WKXV��WR�DFTXLUH�DQ�LQWDFW�FRS\�RI�WKH�
VRIWZDUH�LQ�TXHVWLRQ��LQYROYHV�DQ\�QXPEHU�RI�UHG�WDSH�ULGGOHG�
VWHSV�DQG�KDYH�DQ�HTXDO�FKDQFH�RI�EHLQJ�D�ZDVWH�RI�WLPH�DQG�
completely fruitless as they have of actually allowing you to 

DFTXLUH�WKH�VRIWZDUH�LQ�D�UHDVRQDEOH�WLPHIUDPH�

  With regards to the rest of the points (points c and d, spe-

FL¿�FDOO\��PDGH�HDUOLHU�LQ�WHUPV�RI�ZKDW�\RX�KDYH�WR�GHDO�ZLWK�
ZKHQ� GHDOLQJ� ZLWK� WKLV� NLQG� RI� D� FDVH�� WKH�PDMRU� VWXPEOLQJ�
EORFN�RI�DQ\�DQDO\VLV�SURFHVV�LV�WKH�WLPH�IUDPH�LQ�ZKLFK�\RX�
KDYH� WR� SHUIRUP� WKH� LQYHVWLJDWLRQ�� ,Q�P\�SHUVRQDO� H[SHULHQ�
ce, the usual time-frame you are given to conduct the inve-

stigation ranges between one and two months from seizure 

WR�¿�OLQJ�\RXU�H[SHUW�ZLWQHVV�UHSRUW��$Q\�DQDO\VLV��WKXV��WKDW�LV�
to be attempted should mainly concentrate on the retrieval of 

any possible information that can be readily retrieved through 

standard digital forensic methodologies in the slice of time the 

alleged crime has been committed, and the analysis of the 

DFWXDO�GULYLQJ�H[DPLQDWLRQ�VRIWZDUH�LQ�VR�IDU�DV�SRVVLEOH��<RX�
are, after all, dealing with information that has been tainted by 

WLPH�DQG�E\�IXUWKHU�XVH�RI�WKH�ZRUNVWDWLRQV�EHIRUH�WKH�GLJLWDO�
IRUHQVLF� LQYHVWLJDWLRQ� KDV�EHJXQ�� DQG� \RX�GRQ¶W� KDYH�HLWKHU�
unlimited time or resources at your disposal.

� �$OVR�� DQ\� DQDO\VW�ZRUNLQJ� RQ� WKH� FDVH� VKRXOG� H[SHFW� DQG�
EH�SUHSDUHG�WR�KDYH�WR�ZRUN�ZLWK�OLWWOH�LQ�WKH�ZD\�RI�UHWULHYHG�
FDUYHG�LQIRUPDWLRQ��UHJXODU�¿�OHV�RU�ORJ�¿�OHV��DVLGH�IURP�WKH�DF�
WXDO�GULYLQJ�H[DPLQDWLRQ�VRIWZDUH��$IWHU�DOO��LW�LV�HDVLO\�SRVVLEOH�
IRU� WKH�KDUG�GULYHV�RI�VRPH��RU�HYHQ�DOO�� WKH�ZRUNVWDWLRQV� WR�
have been replaced in the time between the alleged crime and 

the beginning of the investigation and the previous hard-drives 

destroyed before the alleged crime has been reported.

� �$OO� WKLV� LQIRUPDWLRQ��DQG�WKH�YDULRXV�UHDVRQV�IRU�WKH�ODFN�RI�
available data due to the time between the commission of the 

alleged crime to the time the investigation of said crime has 

begun has to be very clearly stated in the reporting process.

� � $V� \RX� KDYH� VHHQ�� KHDUG� DQG�RU� NQRZ�� D� GLJLWDO� IRUHQVLF�
LQYHVWLJDWLRQ�LV�QRUPDOO\�D�UHODWLYHO\�OHQJWK\�DQG�GLI¿�FXOW�SUR�
cess, in the best of cases, that is highly dependent on the 

length of time between an offence and the beginning of the 

LQYHVWLJDWLRQ��$V� \RX� FDQ� VHH� LQ� WKLV� DUWLFOH�� WKH� GLI¿�FXOW\� RI�
processing cases such as those of fraud in theoretical driving 

examination tests is twofold: not only do you have to deal with 

a red-tape-derived increased time-frame between the offence 

and the investigation, but you also have to deal with issues 

UDQJLQJ� IURP� WLPH�FRQVWUDLQWV� LQ� WKH�VHL]XUH��DFTXLVLWLRQ�DQG�
release of the artifacts to issues such as completely custom 

and unpredictable software whose behavior is non-consistent 

and non-standards-compliant. But it is my hope that this article 

ZLOO�JLYH�\RX�D�IHZ�SRLQWHUV�DV�WR�ZKHUH�WR�VWDUW� ORRNLQJ�DQG�
ZKDW�WR�ORRN�IRU�ZKHQ�VXFK�FDVHZRUN�IDOOV�LQ�\RXU�ODS�
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