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Proxy-Cache Directory Permissions
1.0verview

Proxy-cache servers with incorrect permissions in the proxy script directory can
reveal sensitive information about the server they reside in.

2. Detailed Analysis
Squid-cache proxy servers (www.squid-cache.org) can basically reveal sensitive

information about the servers they reside in, if the correct permissions are not
imposed on the server's proxy script directory.

This refers to the servers that have automatic proxy configuration scripts such as
proxy.pac.

If the administrators of the proxy server have full read-write permissions enabled
in the directory where the proxy.pac resides, then users can bypass the script by
entering the name of the server without any reference to the proxy.pac script.

eg.:
Our server is http://www.myproxy.com/proxy.pac. This line goes to the proxy
settings of both Internet Explorer and Netscape series. If we enter the full
address into our web browser we will most likely get either an error message or
some purely menial information.

However, if we enter http://www.myproxy.com (notice, no /proxy.pac), and the
server has incorrect permissions set up on the directory where the script is
located, we get the entire directory tree, where we are faced with the options of
either viewing the contents of the files or/and download them.

The contents of the proxy directory give out what system the proxy is running on,
what versions of what runs on the system, as well as some (at the very least)
idea of what the internal network looks like IP-wise.

Potential intruders can gain a fairly good idea of what the internal network looks
like as well as what the server itself is running, and exploit it accordingly.

3.Solution


http://www.squid-cache.org/
http://www.myproxy.com/proxy.pac
http://www.myproxy.com/

The best solution thus far is to set read-write permissions (if necessary) only to
the script itself and disable read-write permissions to the rest of the contents of
the directory.
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